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Name 


Date 


Type 


Size 


Tags 


G* 


PidginPortabie 


3 


/2019 9:48 PM 
/2019 8:28 AM 
1/24/2019 9:50 PM 
1/2/2013 8:10 PM 


File folder 
File folder 
File folder 
Application 


14,869 KG 


i pidgin- otr-4.0.2.zip I /24/2 \ 


Open 

Open in new window 
Secure Erase with Privacy Eraser 

E)ctract AIL. 

Pin to Start 
Open with WinRAR 
Extract files... 




Extractto pidgin-otr-4.0.2\ 

V 

Send to 

► 

Cut 


Copy 


Create shortcut 


Delete 


Rename 


Properties 


6,835 KG 


pidgin-otr-4.0-2.zip 4>R c llb I 


























► This PC ► Local Disk *1 New folder (2) ► ptdgin-otr-4.0.2 ► 


JQ 


Name 1 

Date modified 

Type 

Size 

1 locale 

3/7/2016 2:49 PM 

File folder 


COPYING.LIG.txt 

3/7/2016 2:49 PM 

Text Document 

27 KB 

COPYING.txt 

3/7/2016 2:49 PM 

Text Document 

IB KB 

otr_mackey.exe 

3/7/2016 2:49 PM 

Application 

1,641 KB 

r 1 otr_modify.exe 

3/7/2016 2:49 PM 

Application 

1,665 KB 

r 1 otr_parse.exe 

3/7/2016 2:49 PM 

Application 

1,666 KB 

otr_readforge.exe 

3/7/2016 2:49 PM 

Application 

1,678 KB 

II ' otr_remac.exe 

3/7/2016 2:49 PM 

Application 

1,642 KB 


3/7/2016 2:49 PM 

Application 

1,642 KB 


pidgin-n+r 


2 progn 

Proto c 
READ 
READ 


I 


c 


re Erase with Privacy Eraser 
Open with... 

Add to archive... 

Add to u pidgin-otr.rar" 

Compress and email... 

Compress to "pidgin-otr.rar" and 

Send to 



5 M Appttcation extens... 829 KB 


\M 

NSI File 

10 KB 


>M 

HTML Document 

78 KB 


>M 

Text Document 

17 KB 


>M 

Text Document 

15 KB 


email 


Cut 


lected 328 KB 


Create shortcut 

Delete 

Rename 

Properties 


vsTf^ 55 ^ pidgin-otr-4.0.2 pidgin-otr.dll 4>R c llb cut <l>fM I 



























; PC ► Local Disk ►§ New folder (2) ► PidginPortable ► App ► Pidgin ► plugins I v Sear 


t 

Name -*■ 

Date modified 

Type 

Size 



i perl 

1/24/2019 9:50 PM 

File folder 




autoacceptdll 

7/10/2018 1:56 AM 

Application extens... 

21 KB 



buddynote.dll 

7/10/2018 1:56 AM 

Application extens... 

13 KB 



54 convcolors.dll 

7/10/20181:56 AM 

Application extens... 

25 KB 



extplacementdll 

7/10/2018 1:56 AM 

Application extens... 

16 KB 



gtkbuddynote.dll 

7/10/2018 1:56 AM 

Application extens... 

14 KB 



history.dll 

7/10/2018 1:56 AM 

Application extens... 

19 KB 

View 

► 

iconaway.dll 

7/10/2018 1:56 AM 

Application extens... 

13 KB 

Sort by 

► 

4 idle.dll 

7/10/20181:56 AM 

Application extens... 

19 KB 

Group by 

► 

- joinpart.dll 

7/10/2018 1:56 AM 

Application extens... 

19 KB 

Refresh 


Iibaim.dll 

7/10/2018 1:56 AM 

Application extens... 

15 KB 

Customize this folder... 


-i libbonjour.dll 

7/10/2018 1:56 AM 

Application extens... 

91 KB 

I Paste I 

4 libgg.dll 

7/10/2018 1:56 AM 

Application extens... 

325 KB 



* libicq.dll 

7/10/2018 1:56 AM 

Application extens... 

16 KB 

Undo Move 

Ctrl+Z 

54 libirc.dll 

7/10/2018 1:56 AM 

Application extens... 

107 KB 

Share with 

► 

libnovell.dll 

7/10/2018 1:56 AM 

Application extens... 

121 KB 

New 

► 

libsametime.dll 

7/10/20181:56 AM 

Application extens... 

114 KB 

Properties 


libsilc.dll 

7/10/2018 1:56 AM 

Application extens... 

168 KB 
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GRTR Pidgin portable <K?K b R Oft TPT, 


OTK App W\bl(.sl :3 IT®T, vsW^IW Pidgin : TFT, val^T^ plugins 

paste <l>fM I (cut pidgin-otr.dll C^R? ^T) 



















This PC ► Local Disk [^_New folder (2) ► pidgin-otr-4.0.2 ^ 

1 * 


Name 


Date modified 


Type 


Size 


locale 

3/7/2016 2:49 PM 

File folder 


COPYING.LIB,Ixt 

3/7/2016 2:49 PM 

Text Document 

27 KB 

COPYING.txt 

3/7/2016 2:49 PM 

Text Document 

13 KB 


otr_ma 


otr_mo 


otr_par 


otr rea 


otr_rerr 


otr_ses 


pidgin 


Protocc 


READK 


READN 


* Secure Erase with Privacy Eraser 

Pin to Start 
S3 Add to archive... 

SB Add to ,l pidgin-otr-4.02.rar' 

53 Compress and emails 

S3 Compress to "pidgin-otr-AO.Z.rar" and email 

Send to 


iTopy 


2 Lopy 

Create shortcut 

Delete 

Rename 

Properties 


Application 


1,641 KB 


Application 

1,665 KB 

Application 

1,666 KB 

Application 

1,673 KB 

Application 

1,642 KB 

Application 

1,642 KB 

NSI File 

10 KB 

HTML Document 

73 KB 

Text Document 

17 KB 

Text Document 

15 KB 


lected 

pidgin-otr-4.0.2 BB\ 3BB ^ 


4><M I 











































v C, Search... 


PC ► Local Disk f New folder (2) ► PidginPortable ► App ► Pidgin ► 


Name 1 

Date modified 

Type 

Size 



1 ca-certs 

1/24/2019 9:50 PM 

File folder 




k Gtk 

1/24/2019 9:50 PM 

File folder 




k locale 

1/24/2019 9:50 PM 

File folder 




k pixmaps 

1/24/2019 9:50 PM 

File folder 




1 plugins 

1/24/2019 9:50 PM 

File folder 




1 sasl2 

1/24/2019 9:50 PM 

File folder 


View 

► 

l sounds 

1/24/2019 9:50 PM 

File folder 


Sort by 

► 

i spellcheck 

1/24/2019 9:50 PM 

File folder 


Group by 

► 

exchndl.dll 

7/10/2018 1:56 AM 

Application extens... 

656 KB 

Refresh 


freebl3.dll 

7/10/20181:54 AM 

Application extens... 

308 KB 

Customize this folder... 


libjabber.dll 

7/10/2018 1:56 AM 

Application extens... 

407 KB 

1 Paste 1 

- Iibmeanwhile-1.dll 

7/10/2018 1:54 AM 

Application extens... 

150 KB 

2 f^asT^nortcut 


- Iibnspr4.dll 

7/10/20181:54 AM 

Application extens... 

198 KB 

Undo Move 

Ctrl+Z 

liboscar.dll 

7/10/2018 1:56 AM 

Application extens... 

309 KB 

Share with 

► 

54 Iibplc4.dll 

7/10/2018 1:54 AM 

Application extens... 

16 KB 

New 

► 

54 Iibplds4.dll 

7/10/20181:54 AM 

Application extens... 

14 KB 



54 libpurple.dll 

7/10/2018 1:56 AM 

Application extens... 

837 KB 

Properties 


. Iibsasl2-3.dll 

7/10/2018 1:56 AM 

Application extens... 

126 KB 



libsilc-1-1-4.dll 

7/10/2018 1:56 AM 

Application extens... 

849 KB 



54 libsilcclient-1-1-4.dll 

7/10/2018 1:56 AM 

Application extens... 

221 KB 
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OT^TPT C 9 ^ App vsW^ra - Pidgin paste 

<l>fM I (cut 4RT ■‘pIR'I'QCTT C*Pf? 5*T) 


Replace or Skip Files 


_ n 
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Copying 79 items from pidgin-otr-4.0.2 to Pidgin 

The destination has 34 files with the same names 



Replace the files in the destination 


Skip these files 
* Let me decide for each file 


v More details 






























^ <Mlfl 375727 STCvsT oTftST, vs>i^c°l Replace the files in the 

destination ftt?T ht<H I 


s PC ► Local Disk 
Name 


►^New folder (2) ► 

1 


PidginPortabEe 


] 


Date modified 


Type 


Size 


App 
Data 
Other 
help.html 


^S^PidginPortablej 
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& 


Pidgin 


E *1 


1/24/2019 9:50 PM 
1/24/2019 9:50 PM 

o 

o©o 

Portable 


File folder 
File folder 


PortableApps.com/go/ Pidgin Portable 


,iu merit 
Ml 


6 KB 
223 KB 


C^TC^T Pidgin portable 3F7 Pidgin portable ■*oi$ e lfb 31 ®T 
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https://jabber.cat/register_web 


https://xmpp.is/account/register/xmpp_is/ 

https: / /jabber, hot-chilli. net/forms/create/ 

JSTTCW https://compliance.conversations.im XMPP 3W WWW >tRtbfl fww? I 
iit Rcw5fi feww few Wife «TCWT CW?TI 
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Rtbfl vbhl^SMfb CW^WI 
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T?W ai'5'b'ilfl XMPP.is Wl^t& WIWIvsTfWWW XMPP.is Registration J WIWI 

few few ffew WRy-3RKv9'3 CW Wl 




















































X XMPP.is Registration - XMPP.is 
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G 1 Q A https://xmpp.is/account/register/xmpp_is/ ••• ^ ^ S = 



Register 
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test12345 

@xmpp.is 
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c^lblfl vb^fl R(5M $>+^=^> 0 ) \3 8 3 Register ^ibCH 
































CdRiC^HM C^TR im OiWI RPRR oTI^tt fuf^vs RR CW <^ 
4>c?l R°11 

C®TT&s ^ifi User Name Already Taken R«T vsl^C'l ^ifH^l Registeration 3 
b 5 oRT ^TR fe RRR CBtl <IRRI 


wf m RRiwjpRisi im ffivbRwd q#r 3 f^ ^rft^r 
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Pta 'Oll$W>M CW W <F?tmi Buddy List 

3m ^i 

C®TT&s ^ntmT®T (5" Cvs f^vbRw ®TT Pidgin portable t-^l^ltfl f^K?T Pidgin 

portable *\k*\$ ?TPT <F3mi vsTfTO Wf 














































Tools Preferences S\ Tf«TI 


























Preferences 


Proxy Server 

□ Use remote DNS with SOCKS4 proxies 
Proxy type: 


No proxy 
SOCKS 4 


Tor/Privacy (S0CKS5) 


] 


Use Environmental Settings 


necting with 
re your first 
MM 
■ 

r remove 
the Buddy 


Close 


Close 


vsTf^^fW Proxy Oa f^TCFT Proxy type S\ Tor/Privacy (SOCKS5) Pit'll 






































im Host 3 127.0.0.1 3RK Port 3 f^T 9150 I TO*fW close 

R°11 


i)TO PTO SfT*T TO TO^TS 

























































Accounts 


X 


Welcome to Pidgin! 

You have no IM accounts configured. To start connecting with 
Pidgin press the Add™, button below and configure your first 
account. If you want Pidgin to connect to multiple IM 
accounts,, press Add™, again to configure them all. 

You can come back to this window to add, edit, or remove 
accounts from Accounts= Manage Accounts in the Buddy List 
window 



Delete 


Close 














Add Account 


X 



Protocol Si XMPP f^TI 






















Add Account 


X 


Basic 


^jlyanced Proxy 

Login Options 

Protocol: 2 

Username: ^ IZ^> 

Domain: Q IZ|/' 

Resource: 

Password: 50 


XMPP 


test1Z345 


xmpp.is 


6Q 


0 Remember password 


User Options 
Local alias: 


I I New mail notifications 

l~~l Use this buddy icon for this account: 




Remove 




l~~l Create this new account on the server 


Cancel 


Add 


WTf^T C^r&Kvs - @ fR oR‘ 5 T(^ Username Si f^T 

3 oTV’T ^ Domain Si f^TI test12345@xmpp.i s (Username: 

test12345, Domain: xmpp.is) 

Sffi^ fe Remember password Si fi«TI 

























































Add Account 


X 


Basic 


Advanced 

Proxy 




Connection security: Require encryption 


I I Allow plaintext aut h over unencrypted streams 
Connect port: 2 


5221 


Connect server; 

File transfer proxies: 
BOSH URL: 


0 Show Custom Smileys 


] Create this new account on the server 


Cancel 


Add 


Advanced S\ Connect port 5222 f^TT, «TT S JI < H C 1 f^T 

I 




















Basic Advanced 


Proxy type: 



Use Global Proxy Settings 




□ 


Create this new account on the server 



Proxy Cvs Use Global Proxy Settings srr 

TO pK'ltJ <Kd pH1 WffPTfT Add pH I 


























Buddy List 


□ 


X 


Buddies Accounts Jools Help 



#l Available 


Connecting f^R 7 &R 7 9 iR 7 Rt ^iwttivb RIR” 

^IHC^vb ^ C^fFT Available CWIF7I 


aivb'b'ilfl FF^ ^HFs ^ ®TT ^FT ^IRT^ ^ ®TN <Ht°K^vb 

C^TRT J^bl Cb^b <t>£M I T?W ^Ivb'b'ilfl <l<5h <K?I R«1 I f3vbR>'i°1 >3 

unable to connect CR^TKR"I ^ Sl'Stfilfl 5 ^TWT?T FF^ Reconnect f3FT f^R 7 
^ RFRI RtF $77 ^l^vS'ilft w ^IR 7 ! omr?Tv3 4IM($vb sn^7 vsT^FT 

^K^®T proxy f^R 7 ^R 7 C^IT? "5?! f^T, f3vbR>'M vbRtfl^ ^"blfK/Hb <b<l$lsl 
^flCvst 1 ^ ! ! ^fH^J Proxy CF3 7 ^tfl ^1^ f^R 7 ^R 7 C^IT? $C:N(.^ f%®TN >3I?T 
3R 7 «TT WT 3R^ (W TO - -3^ W ®TTI oT[77 *F^T 

^FR®TI ^RTRT oJl^lvb \FltlR% ^ 7 K®R 75 T®7 C S TC?T C^I^, 3^7 RFT tiFs 37RI 























































Buddy List 


□ 


X 


Buddies 


Accounts 


lools 


1 


Help 


wR 4>fic\9 FT«T vsT^T Account S\ H>W Manage 

Account >3 W Pfe sfS ^ pRI 


PlvbP>H<H OTR S1T5 

otr ?rfer c^n t ^ Prc^ 

sri 

few SfT*T '^HfM ^WRs 


























Buddy List 

Buddies Acco 
□ Buddies 


j 3i s ( 


Tools 


□ 

I Help 


X 


© 




©dism 
riztd 



Buddy Pounces 
Certificates 
Custom Sni i I eys 


[jh p|u a ins 


O 



ig'xrnpp 


& Preferences 
Privacy 


Ser.otr. 

Set Mood 

:ed 

^ File Transfers 

ser.otr. 

Room List 

pp.co 

System Log 

ized 

pp.co 

Mute Sounds 



Ctrl+Y 

Ctrl+U 

Ctrl+P 

Ctrl+D 

Ctrl+T 


Tools plugins S\ : WU 


























Plugins 

Enabled ^ Name 


X 


□ 

□ 

□ 

□ 


2l 


□ 

□ 

□ 

□ 

□ 


Markerline 2.13.0 

Draw a line to indicate new messages in a conversation. 
Message Notification. 2.13.0 

Provides a variety of ways of notifying you of unread me:sag... 


M essag e Tim esta m p Formats 2.13.0 
C u sto m izes th e m essa g e ti m esta m p fo rm ats. 


New Line 2.13.0 

Prepends a newline to displayed message. 

NSS Preferences 2.13.0 

Configure Ciphers and other Settings for the NSS SSL/TLS Plu 


i 


Off-the-Record Messaging 4.0.2 
Provides private and secure conversations 


Offline Message Emulation 2.13.0 

Save messages sent to an offline user as pounce. 

Pidgin GTK+ Theme Control 2.13.0 

Provides access to commonly used gtkrc settings. 

Pidgin Theme Editor 2.13.0 
Pidgin Theme Editor. 

Psychic Mode 2.13.0 

Psychic modefor incoming conversation 


u 


Release Notification 2.13.0 
Checks periodically for new rele 

I—| Send Button 2.1T.0 

E Plugin Details _ 


Configure Plugin 


Close 


SWIfl forts' ®Tlf^rC?r Off-the-Record Messaging <l>fM I 

Configure Plugin S\ : WU 

























Off-the-Record Messaging 


X 


C o nfi g| Kn own fi n g erp ri nts 


My private keys 



Default OTR Settings 

0 Enable private messaging 
0 Auto m ati c a I ly i n iti ate p rivate m ess aging 
l~~l Req u i re p ri vate m es sa g i n g 

0 Don't log OTR conversations 
OTR Ul Options 

0 Show OTR button in toolbar 

T 

Close 


Genarate 3 Close f^®TI 











































Buddies 


Accounts Tools Help 



N ew 1 n sta nt Messa g e... 

Ctrl+M ; 

l&> 

Join a Chat... 

Ctrl+C 

o 

Get User info... 

Ctrl+I 


View User Log... 

Ctrl+L 


Show 

► 


Sort Buddies 

► 

HH 

Add Buddy..!] 2. 

Ctrl + B 

■tH 

Add Chat... 


HH 

Add Group... 


«i 

Quit 

Ctrl+Q 





w Available 



Buddies S\ Add Buddy Cvs ^^®TI 


Add Buddy X 

Add a buddy. 2 





































Buddy's username .3 (7T SfS ^sltvs FR v«jR fF®TI RPRR 

S\H 4><U 9 J|<K C 1 RFR J<NvbC°b vETU(.4> JvF <M(.vs FR 
(Rif Account RFFR C^IR 7 Pit'll ^RRI 

vsTR^R Add fR?T fh<H I 


Buddy List — 

□ X 

Buddies Accounts Tools 

Help 

E Buddies 

gos@xmpp.is 


Not Authorized 


tmarvel@xmmpp.is 

© J 

I Not Authorized 



1 


o Available 


Add ^fllfl FW \2>l^t^lfl ^rRj(.vs Authorize request(friend request) F1RI 
ffF Authorize FRRF 'S®1|sl ^l^fvbfb RRRR RIF SvF ^Rl ^ Si CF^®T 
Available CFFfIR R 5 # 5 . RRpT RRTI^R RTFRI ^ -3 v3^ \R^I?R RltfeFs 
Not Authorized CFFTCRI ^ifM J^RIS RFRR 'Fl^Rsfb Authorize ^R®T 



















































tmarvel@xmpp.is 

Conversation Options Send To OTR Qy 


□ 


X 


GZ 


tmarvel@xmpp. 




3$ \atofl ^|3 Rj(vs '533 W3 333 EYT& 3^ Wl vBt \5T$ 

'S oJl^Rjfb Authorize ^flCl S 33 *Kvsl Available 

«TT offline Not Authorize CT^fK^'l 


3313 ^313 3K3 fWTFT V3& 3313 53S Not private .3 ^33 




































X 


(_) tmarvel@xmpp.fs — □ 



Start private conversation n=TI 





















(3 tmarvel@Kmpp.is 
Conversation Options Send To OTR 
© tmarvel@xmpp.is x Q 


0 6 


X 




i@xmpp.Es 


(3 tmarvel@xmpp.is 


i 


(4:25:47 AM) Attempting to start a private conversation 
with tmarveE® xm p p.es... 

(4:27:55 AM) tmarveE@ xm pp is has not been authenticated 
yet. You should authenticate this buddy._ 


i (4:27:55 AM) Unverified conversation with 

tmarvet@xmppis/7d0oO6tS started. Your dient is not 
togging this conversation. 


colors Kainiju 
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(A. Font 

insert 

Smile! 

Attention! 

A 1 IV roriTiDrl 

_ j B /;\ 11 ■ “■ 111 1 _^ 

Rei 

fresh p 


)24 x 76Spx 

1. 


El Size: 146.6KB 


Authenticate buddy 


5 


^7 tmarvel©xmpp,is/7dDo06tS (marvel©xmpp.is/) 
A Unverified 

S What's this? 


verify vs I 

Unverified D <K3 Authenticate budy (vs HM 7 












































Authenticate Buddy 


X 


Authenticate tmarvel@xmpp.is 

Authenticating a buddy helps ensure that the person yo 
are talking to is who he or she claimsto be. 


2 


Enter question here: 


i 


How would you like to authenticate your buddy? 


Question and answer 


El 

Question and answer 

Shared secret 

Manual fingerprint verification 




Enter secret answer here (case sensitive]: 


Help 


Cancel 

Authenticate 


vsTT^^fW Manual fingerprint verification fWT% <l>fM I 




















Authenticate Buddy 


X 


Authenticate tmarvel@xmpp.is 

Authenticating a buddy help: ensure that the person you 
are talking to is who he or she claimsto be. 


How would you like to authenticate your buddy? 


Manual fingerprint verification 


7b verify [he fingerprint intact your buddy via some other authenticated 
dij.tiie:'. sue*] us the telephone or GPG-signed email, toeh of you should 
tell your fingerprint to [he other If everything matches up, you should 
choose t have :'n the men u below. 

Fi n g erp ri nt fo r yo u, m a rveI §:<m p p. i s/ (XM P P]: 

97S3C4AA E4B6633E BB1CSBAF D05EFG5D 5EBFCF73 


P u rp o rted f i n g erp ri nt f o r tm a rvel ©xrn p p. i s: 
AD22C55D 943BA5-1&1 3F393D0 E053439D 5CD44665 


that this is in fact the correct 
7arvel@xmpp.is. 


2c 

_ r~] 

1 have not | ^ r | j 

1 have not 

1 have J 

Help 


Cancel 


Authenticate 


I havetWT% 



















Authenticate Buddy 


X 


Authenticate tmarvel@xmpp.is 


1 


To verify the fingerprint contact your Iwjijy via some othe p ainhenncated 
channel. men or the telephone or G^G-signed email, toon of you shouid 
re-ii' your fingerprint to theother, if everything matches up. you shou id 
■cn-oose t have in the men u oe-J'on.-. 


Authenticating a buddy helps, ensure that the person you 
are talking to is who he or she claims to be. 


How would you like to authenticate your buddy? 


M a n u a I f i n g erp ri nt verif i cation 


Fi n g erp ri nt f o r y o u, m a rveI @xni p p. i s/ (XM P P]: 
57S3C4AA. E4B6K3ESB1CSBAF DQ5EF65D 5EBFCF73 


Purported fingerprint for tmarvel@xmpp.is: 
AD22C55D 943BA510 B3F393DQ EQ5S4S9D 5CD44&65 


I have 


^ verified that this is in fact the correct 
'"tiriyurpiiriL fui Lrrnirvel@xmpp.is. 



> 


Help 


Cancel 

Authenticate 


Authenticate SI <|>?M I 
























Q tmarvel@xnnpp.iE — □ X 

Conversation Options Send To OTR 

© trn a rvel @xm p p. i s x © ^ 3xmpp • x 



(T) tmanjel@xmpp.is 


(4:25:47 AM) Attempting to start a private conversation 
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